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1. A company wants to deploy an AWS WAF solution to manage AWS WAF rules across
multiple AWS accounts. The accounts are managed under different OUs in AWS
Organizations. Administrators must be able to add or remove accounts or OUs from managed
AWS WAF rule sets as needed Administrators also must have the ability to automatically
update and remediate noncompliant AWS WATF rules in all accounts Which solution meets
these requirements with the LEAST amount of operational overhead?

A.Use AWS Firewall Manager to manage AWS WAF rules across accounts in the
organization. Use an AWS Systems Manager Parameter Store parameter to store account
numbers and OUs to manage Update the parameter as needed to add or remove accounts or
OUs Use an Amazon EventBridge (Amazon CloudWatch Events) rule to identify any changes
to the parameter and to invoke an AWS Lambda function to update the security policy in the
Firewall Manager administrative account.

B. Deploy an organization-wide AWS Config rule that requires all resources in the selected

OUs to associate the AWS WAF rules. Deploy automated remediation actions by using AWS

Lambda to fix noncompliant resources Deploy AWS WAF rules by using an AWS

CloudFormation stack set to target the same OUs where the AWS Config rule is applied.

C. Create AWS WAF rules in the management account of the organization Use AWS Lambda

environment variables to store account numbers and OUs to manage Update environment

variables as needed to add or remove accounts or OUs Create cross-account IAM roles in

member accounts Assume the rotes by using AWS Security Token Service (AWS STS) in the

Lambda function to create and update AWS WAF rules in the member accounts.

D. Use AWS Control Tower to manage AWS WATF rules across accounts in the organization
Use AWS Key Management Service (AWS KMS) to store account numbers and OUs to
manage Update AWS KMS as needed to add or remove accounts or OUs Create IAM users in
member accounts Allow AWS Control Tower in the management account to use the access
key and secret access key to create and update AWS WAF rules in the member accounts.

Answer: A

2. A company gives users the ability to upload images from a custom application. The upload
process invokes an AWS Lambda function that processes and stores the image in an Amazon
S3 bucket. The application invokes the Lambda function by using a specific function version
ARN. The Lambda function accepts image processing parameters by using environment
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variables. The company often adjusts the environment variables of the Lambda function to
achieve optimal image processing output. The company tests different parameters and
publishes a new function version with the updated environment variables after validating
results. This update process also requires frequent changes to the custom application to
invoke the new function version ARN. These changes cause interruptions for users.

A solutions architect needs to simplity this process to minimize disruption to

users. Which solution will meet these requirements with the LEAST operational

overhead?

A. Directly modify the environment variables of the published Lambda function version.

Use the SLATEST version to test image processing parameters.

B. Create an Amazon DynamoDB table to store the image processing parameters. Modify the
Lambda function to retrieve the image processing parameters from the DynamoDB table.

C. Directly code the image processing parameters within the Lambda function and remove
the environment variables. Publish a new function version when the company updates the
parameters.

D. Create a Lambda function alias. Modify the client application to use the function alias
ARN. Reconfigure the Lambda alias to point to new versions of the function when the
company finishes testing.

Answer: D

3. A company has deployed an application on AWS Elastic Beanstalk. The application uses
Amazon Aurora for the database layer. An Amazon CloudFront distribution serves web
requests and includes the Elastic Beanstalk domain name as the origin server. The distribution
is configured with an alternate domain name that visitors use when they access the
application. Each week, the company takes the application out of service for routine
maintenance. During the time that the application is unavailable, the company wants visitors
to receive an informational message instead of a CloudFront error message.

A solutions architect creates an Amazon S3 bucket as the first step in the process.

Which combination of steps should the solutions architect take next to meet the requirements?
(Choose three.)

A. Upload static informational content to the S3 bucket.
B. Create a new CloudFront distribution. Set the S3 bucket as the origin.

C. Set the S3 bucket as a second origin in the original CloudFront distribution.

Configure the distribution and the S3 bucket to use an origin access identity (OAI).

D. During the weekly maintenance, edit the default cache behavior to use the S3 origin.
Revert the change when the maintenance is complete.

E. During the weekly maintenance, create a cache behavior for the S3 origin on the new
distribution. Set the path pattern to \ Set the precedence to 0. Delete the cache behavior when
the maintenance is complete.

F. During the weekly maintenance, configure Elastic Beanstalk to serve traffic from the S3 bucket.
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Answer: ACD

4. A company has registered 10 new domain names. The company uses the domains for online
marketing. The company needs a solution that will redirect online visitors to a specific URL
for each domain. All domains and target URLs are defined in a JSON document. All DNS
records are managed by Amazon Route 53.

A solutions architect must implement a redirect service that accepts HTTP and HTTPS
requests. Which combination of steps should the solutions architect take to meet these
requirements with the LEAST amount of operational effort? (Choose three.)

A. Create a dynamic webpage that runs on an Amazon EC2 instance. Configure the webpage
to use the JSON document in combination with the event message to look up and respond
with a redirect URL.

B. Create an Application Load Balancer that includes HTTP and HTTPS listeners.

C. Create an AWS Lambda function that uses the JSON document in combination with

the event message to look up and respond with a redirect URL.

D. Use an Amazon API Gateway API with a custom domain to publish an AWS Lambda
function.

E. Create an Amazon CloudFront distribution. Deploy a Lambda@Edge function.

F. Create an SSL certificate by using AWS Certificate Manager (ACM). Include the domains

as Subject Alternative Names.

Answer: CEF

5. A company has a website that runs on Amazon EC2 instances behind an Application Load
Balancer (ALB).

The instances are in an Auto Scaling group. The ALB is associated with an AWS WAF
web ACL. The website often encounters attacks in the application layer. The attacks
produce sudden and significant increases in traffic on the application server. The access
logs show that each attack originates from different IP addresses. A solutions architect
needs to implement a solution to mitigate these attacks.

Which solution will meet these requirements with the LEAST operational overhead?

A. Create an Amazon CloudWatch alarm that monitors server access. Set a threshold based on
access by IP address. Configure an alarm action that adds the IP address to the web ACL's
deny list.

B. Deploy AWS Shield Advanced in addition to AWS WAF. Add the ALB as a protected resource.
C. Create an Amazon CloudWatch alarm that monitors user IP addresses. Set a threshold
based on access by IP address. Configure the alarm to invoke an AWS Lambda function to

add a deny rule in the application server's subnet route table for any IP addresses that
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activate the alarm.
D. Inspect access logs to find a pattern of IP addresses that launched the attacks. Use an
Amazon Route 53 geolocation routing policy to deny traffic from the countries that host
those IP addresses.

Answer: C

6. A financial services company in North America plans to release a new online web
application to its customers on AWS . The company will launch the application in the us-east-
1 Region on Amazon EC2 instances. The application must be highly available and must
dynamically scale to meet user traffic. The company also wants to implement a disaster
recovery environment for the application in the us-west-1 Region by using active-passive
failover. Which solution will meet these requirements?

A. Create a VPC in us-east-1 and a VPC in us-west-1 Configure VPC peering In the us-
east-1 VPC. create an Application Load Balancer (ALB) that extends across multiple
Availability Zones in both VPCs Create an Auto Scaling group that deploys the EC2
instances across the multiple Availability Zones in both VPCs Place the Auto Scaling
group behind the ALB.

B. Create a VPC in us-east-1 and a VPC in us-west-1. In the us-east-1 VPC. create an
Application Load Balancer (ALB) that extends across multiple Availability Zones in that VPC.
Create an Auto Scaling group that deploys the EC2 instances across the multiple Availability
Zones in the us-east-1 VPC Place the Auto Scaling group behind the ALB Set up the same
configuration in the us-west-1 VPC. Create an Amazon Route 53 hosted zone Create separate
records for each ALB Enable health checks to ensure high availability between Regions.

C. Create a VPC in us-east-1 and a VPC in us-west-1 In the us-east-1 VPC. create an
Application Load Balancer (ALB) that extends across multiple Availability Zones in that VPC
Create an Auto Scaling group that deploys the EC2 instances across the multiple Availability
Zones in the us-east-1 VPC Place the Auto Scaling group behind the ALB Set up the same
configuration in the us-west-1 VPC Create an Amazon Route 53 hosted zone. Create separate
records for each ALB Enable health checks and configure a failover routing policy for each
record.

D. Create a VPC in us-east-1 and a VPC in us-west-1 Configure VPC peering In the us-east-1
VPC. create an Application Load Balancer (ALB) that extends across multiple Availability
Zones in Create an Auto Scaling group that deploys the EC2 instances across the multiple
Availability Zones in both VPCs Place the Auto Scaling group behind the ALB Create an
Amazon Route 53 host. Create a record for the ALB.

Answer: C

7. A company is building an electronic document management system in which users upload
their documents. The application stack is entirely serverless and runs on AWS in the eu-
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central-1 Region. The system includes a web application that uses an Amazon CloudFront
distribution for delivery with Amazon S3 as the origin. The web application communicates
with Amazon API Gateway Regional endpoints. The API Gateway APIs call AWS Lambda
functions that store metadata in an Amazon Aurora Serverless database and put the
documents into an S3 bucket. The company is growing steadily and has completed a proof of
concept with its largest customer. The company must improve latency outside of Europe.
Which combination of actions will meet these requirements? (Select TWO.)

A. Enable S3 Transfer Acceleration on the S3 bucket. Ensure that the web application
uses the Transfer Acceleration signed URLs.

B. Create an accelerator in AWS Global Accelerator. Attach the accelerator to the

CloudFront distribution.

C. Change the API Gateway Regional endpoints to edge-optimized endpoints.

D. Provision the entire stack in two other locations that are spread across the world. Use

global databases on the Aurora Serverless cluster.

E. Add an Amazon RDS proxy between the Lambda functions and the Aurora Serverless
database.

Answer: A C

8. A company that provides image storage services wants to deploy a customer-lacing solution
to AWS. Millions of individual customers will use the solution. The solution will receive
batches of large image files, resize the files, and store the files in an Amazon S3 bucket for up
to 6 months. The solution must handle significant variance in demand. The solution must also
be reliable at enterprise scale and have the ability to rerun processing jobs in the event of
failure. Which solution will meet these requirements MOST cost-effectively?

A. Use AWS Step Functions to process the S3 event that occurs when a user stores an image.
Run an AWS Lambda function that resizes the image in place and replaces the original file in
the S3 bucket. Create an S3 Lifecycle expiration policy to expire all stored images after 6
months.

B. Use Amazon EventBridge to process the S3 event that occurs when a user uploads an
image. Run an AWS Lambda function that resizes the image in place and replaces the
original file in the S3 bucket.

Create an S3 Lifecycle expiration policy to expire all stored images after 6 months.

C. Use S3 Event Notifications to invoke an AWS Lambda function when a user stores an image.
Use the Lambda function to resize the image in place and to store the original file in the S3
bucket. Create an S3 Lifecycle policy to move all stored images to S3 Standard-Infrequent
Access (S3 Standard-IA) after 6 months.

D. Use Amazon Simple Queue Service (Amazon SQS) to process the S3 event that occurs when
a user stores an image. Run an AWS Lambda function that resizes the image and stores the
resized file in an S3 bucket that uses S3 Standard-Infrequent Access (S3 Standard-IA). Create
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an S3 Lifecycle policy to move all stored images to S3 Glacier Deep Archive after 6 months.

Answer: C

9. A company is building a solution in the AWS Cloud. Thousands or devices will connect to the
solution and send data. Each device needs to be able to send and receive data in real time over
the MQTT protocol. Each device must authenticate by using a unique X.509 certificate.

Which solution will meet these requirements with the LEAST operational overhead?

A. Set up AWS loT Core. For each device, create a corresponding Amazon MQ queue and
provision a certificate. Connect each device to Amazon MQ.

B. Create a Network Load Balancer (NLB) and configure it with an AWS Lambda
authorizer. Run an MQTT broker on Amazon EC2 instances in an Auto Scaling group. Set
the Auto Scaling group as the target for the NLB. Connect each device to the NLB.

C. Set up AWS loT Core. For each device, create a corresponding AWS loT thing and
provision a certificate. Connect each device to AWS loT Core.

D. Set up an Amazon API Gateway HTTP API and a Network Load Balancer (NLB). Create
integration between API Gateway and the NLB. Configure a mutual TLS certificate
authorizer on the HTTP APIL Run an MQTT broker on an Amazon EC2 instance that the
NLB targets. Connect each device to the NLB.

Answer: D

10. A solutions architect needs to improve an application that is hosted in the AWS Cloud. The
application uses an Amazon Aurora MySQL DB instance that is experiencing overloaded
connections. Most of the application's operations insert records into the database. The
application currently stores credentials in a text-based configuration file.

The solutions architect needs to implement a solution so that the application can handle the
current connection load. The solution must keep the credentials secure and must provide the
ability to rotate the credentials automatically on a regular basis.

Which solution will meet these requirements?

A. Deploy an Amazon RDS Proxy layer in front of the DB instance. Store the connection
credentials as a secret in AWS Secrets Manager.

B. Deploy an Amazon RDS Proxy layer in front of the DB instance. Store the connection
credentials in AWS Systems Manager Parameter Store.

C. Create an Aurora Replica. Store the connection credentials as a secretin AWS Secrets Manager.
D. Create an Aurora Replica. Store the connection credentials in AWS Systems Manager
Parameter Store.

Answer: A



